
Mobile Thread Defence (MTD)

• Solution must have MTD functionality built into secure SDK applications.
• Wrapped applications will have built-in MTD protection without any agent.
• MTD will not require an agent for core functionality. Agent can be used for visibility.
• Solution will protect against iOS sideload apps (BYOD + MDM)
• Solution will employ Android Malware scanning
• Solution will employ UEM App Store Android/APK malware scanning
• Solution will employ phishing prevention/malicious URL attacks
• Solution will employ Offline protection (Android/iOS)
• Solution will conduct IOS APP integrity checking (Dynamics SDK apps)
• Solution will protect from SMS phishing attacks (SMISHING)
• UEM unified console will have integrated dashboard reporting


