
SOLUTION BRIEF

CylanceENDPOINT
Simplicity and prevention are critical for your connected IT/OT

“OPERATIONALLY, BLACKBERRY’S SOFTWARE IS VERY EASY 
TO MANAGE. IT’S VERY LOW-TOUCH AND FRICTIONLESS, 
AND THAT’S IDEAL FOR THE WAY WE WANT TO OPERATE.” 
- David Grey, Senior Product Group Manager, Video Appliances Group, Genetec

 
71%  
of organizations were impacted by ransomware in 20221 
  

277  
days on average to identify and contain a breach in 20222  

71%  
of SOC professionals experienced burnout with lack  

of tool integration and alert fatigue3 

CylanceENDPOINT™ is a self-defending solution for manufacturing floors with 

a battle-proven prevention algorithm that simplifies investigation and response 

to increase analyst capacity by empowering even novice analysts to perform as 

seasoned veterans, ensuring a prevention-first approach to endpoint security.

ELIMINATE THREATS EARLY 

IN THE ATTACK CHAIN
Wide-band defense against threat vectors 

–malware, script, and memory attacks.

INCREASE CAPACITY OF 

SECURITY ANALYSTS 
Proactive shielding combined with zero-

touch grouping and correlation of alerts 

results in analysts performing more 

efficiently with a 90% reduction in alert 

fatigue5 

SINGLE CONSOLE, LESS 

OVERHEAD
Faster speeds and streamlined 

authentication.

EXCELS IN “LESS-THAN-

PERFECT” CONDITIONS
A lightweight and portable agent that 

is self-defending in online and offline 

environments across diverse platforms 

and deployments.

.

SIMPLIFIED SECURITY ACROSS ALL ENDPOINTS TO DEFEND 
AGAINST ATTACKS



BlackBerry (NYSE: BB; TSX: BB) provides intelligent security software and services to enterprises 
and governments around the world. The company secures more than 500M endpoints including 
over 215M vehicles. Based in Waterloo, Ontario, the company leverages AI and machine learning 
to deliver innovative solutions in the areas of cybersecurity, safety and data privacy solutions, and 
is a leader in the areas of endpoint security, endpoint management, encryption, and embedded 
systems.  BlackBerry’s vision is clear - to secure a connected future you can trust.

For more information, visit BlackBerry.com and follow @BlackBerry.
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THE NEW SIMPLIFIED APPROACH TO ENDPOINT 
SECURITY

CylanceENDPOINT IS HOW MODERN SECURITY TEAMS 

IMPROVE CYBER RESILIENCE. 

PREVENT AND ELIMINATE SECURITY BREACHES

Eliminate security breaches with estimated cost savings of $1.3M by deploying 

self-defending AI that works across device types whether online or offline4.

REDUCE MANAGEMENT AND SECURITY ADMINISTRATION TIME

Reduce labor hours by 50% by eliminating signature updates, optimizing time, 

efficiency, and incident investigations4.

SIMPLIFY INVESTIGATION AND RESPONSE WORKFLOWS

Reduce alert fatigue by 90% by simplifying investigation and response workflows 

via automated playbooks, improving analysts’ experience 5.

OPTIMIZE SPENDING AND RESOURCES

Reduce costs, speed configuration, and eliminate infrastructure maintenance, 

resulting in greater agility via cloud-native deployment.

WHY BLACKBERRY?

DEEP, NATIVE 

INTEGRATIONS
Secure applications, data, users, and 

endpoints with unified access to 

management tools and native integrations 

that improve outcomes.

ADVANCED ARTIFICIAL 

INTELLIGENCE
Improve threat detection accuracy, 

increase investigation speed, and 

remarkably improve response times via 

Cylance® AI automation.

SIMPLIFY EVEN COMPLEX 
DEPLOYMENTS
Deploy a solution that is designed around 

you, whether it is cloud, hybrid, or on-

premises.

FLEXIBLE AND ADAPTIVE
Secure all your devices–modern and 

legacy, offline and online connected. 

1  https://aag-it.com/the-latest-ransomware-statistics/
2  https://www.ibm.com/reports/data-breach
3  Devo’s Annual SOC Performance Report (2022)
4  CylancePROTECT Forrester TEI Study
5  Alert fatigue reduction measured in terms of reported alerts without grouping and correlation of alerts across tenants of 700M and 
reduction to 68M with our zero-touch grouping and correlation of alerts (Dec 2022)
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